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Description 

on January 2020, a set of cybersecurity vulnerability affecting Microsoft systems has been 
announced. These vulnerabilities are classified as critical. 

 

Product Status 

SuperSonic Imagine’s medical devices are not affected by the following CVE: 

 

CVE-2020-0601 CryptoAPI Spoofing Vulnerability 

CVE-2020-0609 

CVE-2020-0610 

Windows RD Gateway Vulnerabilities 

CVE-2020-0611 Windows Remote Desktop Client Vulnerability 

 

Additional Information: 

For additional information on these vulnerabilities, please visit: 

• US-CERT advisory AA20-014A; and 

• Microsoft Security Advisory for CVE-2020-0601 

• Microsoft Security Advisory for CVE-2020-0609 

• Microsoft Security Advisory for CVE-2020-0610 

• Microsoft Security Advisory for CVE-2020-0611 

• NSA Cybersecurity Advisory: Patch Critical Cryptographic Vulnerability in M… 

• CISA Blog: Windows Vulnerabilities that Require Immediate Attention 

• CERT/CC Vulnerability Note VU#849224 

• CERT/CC Vulnerability Note VU#491944 

 

For further information on product’s security please visit our product security page: 
https://www.supersonicimagine.com/security 

https://www.us-cert.gov/ncas/alerts/aa20-014a
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0601
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0609
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0610
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0611
https://media.defense.gov/2020/Jan/14/2002234275/-1/-1/0/CSA-WINDOWS-10-CRYPT-LIB-20190114.PDF
https://www.cisa.gov/blog/2020/01/14/windows-vulnerabilities-require-immediate-attention
https://kb.cert.org/vuls/id/849224/
https://kb.cert.org/vuls/id/491944/
https://www.supersonicimagine.com/security

